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Disclaimer

The views and opinions of authors of reference materials expressed herein do not necessarily
reflect those of the United States Government.

Reference within this document to any specific commercial products, processes, or services by
trade name, trademark, manufacturer, or otherwise does not necessarily constitute or imply its

endorsement, recommendation, or favoring by the United States Government.

The information and statements contained within this document shall not be used for the

purposes of advertising, nor to imply the endorsement or recommendation of the United States
Government.

With respect to any other information contained within non-DHS documents or reference
materials referred to within this guidance, neither the United States Government nor any of its
employees make any warranty, express or implied, including but not limited to the warranties of
merchantability and fitness for a particular purpose. Further, neither the United States
Government nor any of its employees assume any legal liability or responsibility for the
accuracy, completeness, or usefulness of any information, apparatus, product or process
disclosed; nor do they represent that its use would not infringe privately owned rights.




FOREWORD

On October 18, 2005, the President signed the Department of Homeland Security (DHS)
Appropriations Act of 2006, providing vital funding needed to ensure the safety and security of
our homeland. Through the DHS Preparedness Directorate’s Office of Grants and Training
(G&T) (formerly the Office of State and Local Government Coordination and Preparedness
(SLGCP)), State and local organizations will receive approximately $2.5 billion in grant funding
to build capabilities that enhance homeland security.

DHS is charged with maximizing the security of our homeland. We must prioritize our efforts
based on risk, and we must invest wisely to ensure timely and effective improvement. In
recognition of this reality, the FY 2006 Homeland Security Grant Program (HSGP) outlines a
prioritized approach to funding allocations with an emphasis on risk and need.

This year marks the first grant cycle in which we have a National Preparedness Goal to shape
National Priorities and focus expenditures. This common planning framework and the tools that
support it allows us as a Nation to better understand how prepared we are, how prepared we need
to be, and how we prioritize efforts to close that gap.

As in previous fiscal years, the FY 2006 HSGP continues to provide funding for planning,
organization, equipment, training, exercises, and management and administration to prevent,
protect against, respond to, and recover from terrorist attacks, major disasters, and other
emergencies in all 50 States, the District of Columbia, the Commonwealth of Puerto Rico, and
the U.S. Territories. States and Territories will now have the opportunity to implement their
recently updated Homeland Security Strategies and continue to improve upon existing
capabilities.

The Department recognizes that implementing the National Preparedness Goal is a long-term
endeavor. We remain committed to working with States and Urban Areas to build and enhance
preparedness capabilities in the coming years.

The FY 2006 HSGP reflects the Department’s commitment to work closely with the Nation’s
homeland security stakeholders in a unified national effort to address terrorist attacks, major
disasters, and other emergencies and enhance the security of our homeland.

Michael Chertoff
Secretary
Department of Homeland Security
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I. NATIONAL PREPAREDNESS

A. The FY 2006 Homeland Security Grant Program

The FY 2006 Homeland Security Grant Program (HSGP) integrates the State Homeland Security
Program (SHSP), the Urban Areas Security Initiative (UASI), the Law Enforcement Terrorism
Prevention Program (LETPP), the Metropolitan Medical Response System (MMRS), and the
Citizen Corps Program (CCP). This combined FY 2006 HSGP Program Guidance and
Application Kit builds upon the FY 2005 HSGP to streamline efforts for States and Urban Areas
in obtaining resources that are critical to building and sustaining capabilities to achieve the
Interim National Preparedness Goal (the Goal) and implement State and Urban Area Homeland
Security Strategies.'

Several significant changes in the HSGP and its focus are being made for FY 2006. First, this
marks the first grant cycle in which the Interim National Preparedness Goal is in place to outline
National Priorities and focus expenditures on building capabilities. This common planning
framework and the tools that support it allow the Nation to define target levels of performance
and measure progress made toward achieving them. In addition, the Department of Homeland
Security (DHS) is adopting in FY 2006 a risk- and need-based approach to allocating funding for
certain programs within HSGP. The aim is to allocate and apply these resources to generate the
highest return on investment and, as a result, strengthen national preparedness in the most
effective and efficient manner. In addition to integrating these new policy developments, the FY
2006 HSGP guidance:

e Highlights the Interim National Preparedness Goal and its applicability to the FY 2006
HSGP

e Highlights the Target Capabilities List and its applicability to the FY 2006 HSGP

e Presents overall FY 2006 HSGP policy and program requirements, including overall FY
2006 HSGP allowable costs

e Guides grantees in the application and award

The National Preparedness Goal:
process for the FY 2006 HSGP

e Provides detail on the specific requirements To achieve and sustai'n'risk-based
associated with FY 2006 SHSP, UASI, LETPP, | target levels of capability to
MMRS, and CCP prevent, protect against, respond

to, and recover from major events,
and to minimize their impact on
lives, property, and the economy,

On March 31, 2005, DHS issued the Interim National tl;gougisy;tzmatic Sand p rliori‘iizeill
Preparedness Goal (the Goal). The Goal establishes a ?F .(l))rtf yre eri . ta‘Fe, ocd gn
vision for National Preparedness including National ribal entities, their private an

Priorities. The Target Capabilities List (TCL) non-governmental partners, and the
general public.

B.  The National Preparedness Goal

' The Emergency Management Performance Grant (EMPG) Program was included in the FY 2005 HSGP
application, however in FY 2006, EMPG was released as a stand-alone application earlier in the fiscal year.
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identifies 37 capabilities integral to Nation-wide all-hazards preparedness, including acts of
terrorism.” The national preparedness doctrine and operational foundation provided in these
documents form the basis for Federal preparedness assistance going forward. The Goal is a
significant evolution in the approach to preparedness and homeland security. It presents a
collective vision for national preparedness, and establishes National Priorities to guide the
realization of that vision to meet the most urgent needs. The Goal is a companion document to
the National Response Plan (NRP), National Incident Management System (NIMS), and the
interim National Infrastructure Protection Plan (NIPP). The Goal establishes a framework that
guides entities at all levels of government in the development and maintenance of the capabilities
to prevent, protect against, respond to, and recover from major events, including Incidents of
National Significance as defined in the NRP.!"' Additionally, the Goal will assist entities at all
levels of government in the development and maintenance of the capabilities to identify,
prioritize, and protect critical infrastructure and key resources as described in the NIPP. Risk and
capability-based planning for prioritizing homeland security investments shall be performed
pursuant to the final National Preparedness Goal following its expected release soon after the FY
2006 HSGP guidance.

The Goal and the TCL are all-hazard in nature, addressing a range of major events, including
terrorism and the capabilities required to address them. However, the five programs included in
the HSGP do not support all elements within each capability in the TCL. A number of additional
resources at different levels of government are available and should be leveraged to build and
sustain capabilities. For example, the Triage and Pre-Hospital Treatment Capability of the TCL
recommends sufficient numbers of certified/licensed emergency medical service (EMS)
personnel; however, the costs associated with hiring those personnel are not allowable under
HSGP.

The Goal encompasses the full spectrum of activities necessary to address the entire range of
threats and hazards. In addition to a number of common activities that support preparedness
(e.g., planning, interoperable communications, risk management, and citizen preparedness and
participation), four mission areas help create a framework for developing the subset of national
capabilities that will be supported by DHS preparedness grant program funding. Some
capabilities fall outside the scope of HSGP funding and are the responsibility of other Federal
agencies or State and local governments. The four mission areas are prevent, protect, respond,
and recover. As stated in NIMS, mitigation activities are important elements of preparedness
and provide a critical foundation across the spectrum from prevention through recovery. The
mission areas are discussed in further detail below.

Prevent: Actions to avoid an incident or to intervene to stop an incident from occurring.
Prevention involves intelligence and deterrence operations; heightened inspections; improved
surveillance and security operations; investigations; education and training; enhanced nuclear
and radiological detection capabilities; public health and agricultural surveillance and testing
processes; immunizations, isolation, or quarantine; and certain law enforcement operations.3

? This guidance references 37 capabilities based on the most recent draft of the TCL available at the time the
guidance went to press.
* NIMS, March 2004.
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Public announcements, infrastructure improvements and citizen vigilance also are important,
especially when considering an all-hazards approach.

Protect: Actions to reduce the vulnerability of critical infrastructure or key resources in order to
deter, mitigate, or neutralize terrorist attacks, major disasters, and other emergencies.4

Protection also includes: continuity of government and operations planning; evacuation planning,
awareness elevation and understanding of threats and vulnerabilities to related critical facilities,
systems, and functions; promotion of effective sector-specific protection practices and
methodologies; and expansion of voluntary security-related information sharing between
government and private entities.’

Respond: Activities that address the short-term, direct effects of an incident. Response includes
immediate actions to save lives, protect property, and meet basic human needs. As indicated by
the situation, response activities include: applying intelligence and other information to lessen
the effects or consequences of an incident; increasing security and law enforcement operations;
continuing investigations into the nature and source of the threat; continuing ongoing public
health and agricultural surveillance and testing processes; providing immunizations; enforcing
isolation or quarantine; and allowing appropriate citizen response.® A prepared community will
also possess sufficient capability for emergency feeding and sheltering of displaced personnel.

Recover: The development, coordination, and execution of service- and site-restoration plans;
the reconstitution of government operations and services; individual, private-sector,
nongovernmental, and public-assistance programs to provide housing and to promote restoration;
long-term care and treatment of affected persons; additional measures for social, political,
environmental, and economic restoration; evaluation of the incident to identify lessons learned;
post-incident reporting; and development of initiatives to mitigate the effects of future incidents.’

Each mission area includes a collection of capabilities that require integration and collaboration
across multiple disciplines, jurisdictions, levels of government, processes, and procedures. Many
of these capabilities support the achievement of the National Priorities listed in the Goal.

The Goal and the TCL are evolving documents that will be updated regularly to incorporate new
threats, technologies, improvements to capability levels, new preparedness initiatives and
priorities, and lessons-learned. DHS will coordinate the establishment of a structure and process
for the ongoing management and maintenance of the Goal. This structure and process will be
coordinated closely with the ongoing management and maintenance of the NIMS, NRP, and
NIPP. Such coordination will ensure that national policy and planning for operations and
preparedness are mutually supportive.

The Nation’s priorities, target levels, and performance metrics within the TCL shall be modified
to reflect the completion or update of assessments, and shall include benchmarks for measuring

* Homeland Security Presidential Directive (HSPD) 7, December 2003.

> The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets, February 2003.
% NIMS, March 2004.

" NIMS, March 2004.
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the achievement of unmet capabilities over time. Additional foreseeable changes to the
documents and their implementation shall include:

e Recommendations and lessons learned from the response to Hurricane Katrina identified
by the Comprehensive Review Working Group (CRWG).

Revisions to the National Response Plan.

Capabilities required for implementing the National Infrastructure Protection Plan.
Capabilities required for implementing the National Strategy for Pandemic Influenza.
Prevention tasks and capabilities identified by updated National Planning Scenarios and
reflective of current Administration policies on the War on Terror.

State and local governments and public safety entities are encouraged to participate in the
maintenance process by submitting questions and comments related to its implementation.

C. National Priorities

The National Priorities in the Goal help guide the Nation’s preparedness efforts to meet its most
urgent needs. The priorities fall into two categories: (A) three overarching priorities that
contribute to the development of multiple capabilities, and (B) four capability-specific priorities
that build selected capabilities for which the Nation has the greatest need. The following section
outlines each of the National Priorities as well as critical benchmarks developed to assist DHS
and grantees in demonstrating progress made toward achieving the National Priorities. The three
overarching priorities include:

C.1. Expanded Regional Collaboration

Major events, especially terrorism, will invariably have cross-geographic consequences and
impact. The Expanded Regional Collaboration Priority highlights the need for embracing
partnership across multiple jurisdictions, regions, and States in building capabilities
cooperatively. Successful regional collaboration allows for a multi-jurisdictional and multi-
disciplinary approach to building capabilities for all four mission areas, spreading costs, and
sharing risk across geographic areas. This approach increases efficiency and leverage
capabilities. Regional collaboration focuses on expanding mutual aid and assistance compacts
among contiguous State, local, and Tribal entities, and their private and non-governmental
partners, and extending the scope of those compacts to include pre-incident preparedness
activities (e.g., planning, training, exercising). The intent is to tactically locate capabilities in
order to maximize coverage of the U.S. population and the Nation’s high priority critical
infrastructure and key resources. The Goal establishes as a priority the embracing of regional
approaches to building, sustaining, and sharing capabilities at all levels of government.

Benchmarks for implementation of this National Priority include:

e Formalize mutual aid agreements with surrounding communities and States for the
purposes of sharing equipment, personnel, and facilities during emergencies.

e Exercise the execution of mutual aid agreements to identify challenges and familiarize
officials with resources that are available in the region.

PREPAREDNESS DIRECTORATE’S OFFICE OF GRANTS AND TRAINING 4
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e Coordinate homeland security preparedness assistance expenditures and planning efforts
on a regional basis to avoid duplicative or inconsistent investments.

During FY 2006 and FY 2007, DHS will continue to review progress on several ongoing
regional collaboration efforts, including:

e Progress made by Urban Area Working Groups under the UASI program with regard to
implementing the vision, goals, and objectives outlined in the Urban Area Homeland
Security Strategies.

e Progress on Regional Transit Security Strategy Working Group structure supported by
the Transit Security Grant Program (TSGP), under which State, local, Tribal, and parish
leadership joined the respective transit leadership to coordinate a collective approach to
managing the needs of the eligible transit grant recipients in concert with the balance of
the transportation providers for that region.

C.2. Implement the NIMS and NRP

Homeland Security Presidential Directive-5 (HSPD-5), “Management of Domestic Incidents,”
mandated the creation of NIMS and NRP. The NRP establishes a comprehensive all-hazards
approach to managing domestic incidents. The plan incorporates best practices and procedures
from incident management disciplines — homeland security, emergency management, law
enforcement, firefighting, public works, public health, responder and recovery worker health and
safety, emergency medical services, and the private sector — and integrates those best practices
and procedures into a unified structure. The NIMS provides a consistent framework for entities
at all jurisdictional levels to work together to implement the NRP and manage domestic
incidents, regardless of cause, size, or complexity. To promote interoperability and compatibility
among Federal, State, local, and Tribal capabilities, the NIMS includes a core set of guidelines,
standards, and protocols for command and management, preparedness, resource management,
communications and information management, supporting technologies, and management and
maintenance of NIMS. The NRP, using the template established by the NIMS, is an all-
discipline, all-hazards plan that provides the structure and mechanisms to coordinate operations
for evolving or potential Incidents of National Significance. Based on the criteria established in
HSPD-5, Incidents of National Significance are those high-impact events that require a
coordinated and effective response by an appropriate combination of Federal, State, local, Tribal,
private sector, and nongovernmental entities in order to save lives, minimize damage, and
provide the basis for long-term community recovery and mitigation activities. DHS and other
Federal agencies are currently reviewing implementation of the NRP during Hurricanes Katrina
and Rita.

The implementation of the NIMS within every State, Territory, Tribal, and local jurisdiction
creates a common framework and system that, once established nationwide, will be the
foundation for prevention, protection, response, and recovery operations. Full NIMS
implementation is a dynamic and multi-year phase-in process with important linkages to the
NRP, Homeland Security Presidential Directive - 8 (i.e., the Goal) and the interim NIPP. The
NIMS Integration Center (NIC) will continue to work with Federal Departments and agencies to
ensure Federal implementation of NIMS and that all FY 2006 Federal preparedness assistance
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programs reflect and support NIMS implementation at the State, local, and Tribal governments
as appropriate.

State, local, and Tribal entities are required to become fully compliant with NIMS by the end of
FY 2006 (September 30, 2006). Entities are required to meet the FY 2006 NIMS
implementation requirements as a condition of receiving Federal preparedness funding assistance
in FY 2007. States and Territories must establish a planning process that incorporates the
appropriate procedures to ensure the effective communication and implementation of NIMS
requirements across the State, including Tribes and local governments. This planning process
must include a means for measuring progress and facilitate the reporting of NIMS
implementation among its Tribal and local jurisdictions. Office of Grants and Training (G&T)
will continue to update grantees on NIMS compliance measures as they become available.

Benchmarks for implementation of this National Priority include:

e State, local, and Tribal entities should be fully compliant with NIMS by the end of FY
2006 (September 30, 2006). As part of this compliance, States and Territories must
institute the planning process called for in the September 2005 letter to Governors to
ensure effective communication and implementation of NIMS requirements across the
State, including Tribes and local governments.

e Progress toward the additional steps that State, Territorial, Tribal, and local entities
should take during FY 2006 to become fully compliant with the NIMS, as outlined in the
FY 2006 NIMS Implementation Matrices, included as Appendix G.

For FY 2007, compliance with NIMS implementation requirements will be a condition of
receiving Federal preparedness funding assistance.

G&T will continue to update grantees on NIMS compliance measures as they become available.
Additional information about NIMS implementation and resources for achieving compliance are
available through the NIC. The NIC web page, http://www.fema.gov/nims, is updated regularly
with information about the NIMS and additional guidance for implementation.

C.3. Implement the Interim NIPP

The interim NIPP, published in February 2005, establishes a process for bringing together a wide
range of homeland security partners at the Federal, State, local, and Tribal level to establish the
organized, unified, national risk-based approach to enhance the security and mitigate the risk
facing the Nation’s critical infrastructure and key resources. The interim NIPP delineates roles
and responsibilities for homeland security partners in carrying out these activities, while
respecting the authorities, jurisdictions, and prerogatives of these partners. Importantly, the risk-
based process established through the NIPP will assist authorities in determining which critical
infrastructure and key resources are critical at the national level and those which are critical at
the State-level, thereby establishing a baseline understanding of how Federal and State funding
resources could be best leveraged to enhance security. Investments and planning to improve
critical infrastructure protection must support the final NIPP following its issuance in 2006.
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Infrastructure protection involves a multi-faceted understanding of the risks and vulnerabilities
facing infrastructure sectors that cross geospatial boundaries. It also requires an understanding
of the inter-relationships of infrastructure sectors within geospatial areas. Consequently,
protecting critical infrastructure and key resources sites is a shared responsibility requiring
cooperation among all levels of government — Federal, State, local, and Tribal — and the
involvement of the private sector. Effective security involves plans that define, identify, and set
priorities for the most critical structures and assets that are potential targets for terrorist attacks.
With the inclusion of interim NIPP implementation as a National Priority, infrastructure
protection efforts are a required component of both State and Urban Area Strategies and thus
form a key pillar of the overarching homeland security program.

States and Urban Areas are responsible for developing and implementing a critical infrastructure
protection program as a component of their overarching homeland security program. This
program should engage all relevant intergovernmental coordination points (e.g., Federal, State,
local, and Tribal) to ensure a comprehensive approach to critical infrastructure protection across
all appropriate levels of government, across both public and private sectors, within geospatial
areas, and across infrastructure sectors.

Benchmarks for implementation of this National Priority include:

e During FY 2006 States and Urban Areas should establish a critical infrastructure
protection program as a component of their overarching homeland security program.

e The critical infrastructure program should engage all relevant intergovernmental
coordination points (e.g., Federal, State, local, and Tribal) to ensure a comprehensive
approach to critical infrastructure protection across all appropriate levels of government,
across both public and private sectors, within geospatial areas, and across infrastructure
sectors.

Later this year, the DHS Preparedness Directorate will release guidance for several additional
grant programs supporting the protection of critical infrastructure assets.

In addition to the overarching priorities, there are four capability-specific priorities:

C.4. Strengthen Information Sharing and Collaboration Capabilities

Effective terrorism prevention, protection, response, and recovery efforts depend on timely,
accurate information about the identity of the enemy, where they operate, how they are
supported, and potential methods of attack. Over the next two years, the Federal government
will develop an Information Sharing Environment that will enhance existing Federal capabilities
and improve linkages with State and local governments.

Benchmarks for implementation of this National Priority include:

e Access to the DHS Homeland Security Information Network to strengthen the real-time
collaborative flow of threat information among homeland security partners.
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e Access to the Department of Justice (DOJ) Law Enforcement Information Sharing
Program which provides exchange services that enhance the information sharing
capabilities of DOJ.

e Participation in the Joint Terrorism Task Forces led by the Federal Bureau of
Investigation (FBI). The Task Forces enhance communication, coordination, and
cooperation among agencies at all levels of government representing intelligence, law
enforcement, defense, diplomatic, public safety, and homeland security disciplines by
providing a point of fusion for terrorism intelligence.

e Participation in the Anti-Terrorism Advisory Councils led by the U.S. Attorney’s Office.
These councils facilitate information sharing among law enforcement organizations at all
levels of government.

e Development of State and local capabilities to gather, analyze, disseminate, and use
information regarding threats, vulnerabilities, and consequences to support prevention
and response efforts. DHS will issue guidance for such intelligence fusion capabilities to
ensure consistent protocols and procedures across jurisdictional lines.

C.5. Strengthen Interoperable Communications Capabilities

The lack of interoperable wireless communication systems is an issue that continues to affect
public safety agencies in communities across the country. In many cases, agencies are unable to
communicate or share critical voice and data information with other jurisdictions or disciplines
during major events or even day-to-day operations. Interoperable communications, the ability to
provide an uninterrupted flow of critical information among responding multi-disciplinary and
multi-jurisdictional agencies at all levels of government before, during, and after an event, is a
capability-specific priority. Communications interoperability underpins the ability of Federal,
State, local, and Tribal entities to work together effectively to prevent, protect against, respond
to, and recover from terrorist attacks, major disasters, and other emergencies.

The Interoperability Continuum illustrates the five critical elements of success — governance,
standard operating procedures, technology, training and exercises, and usage of equipment — that
support robust interoperability solutions. These elements include the following activities:

e Governance — A common governing structure for addressing interoperability issues will
improve the policies, processes, and procedures of any major project by enhancing
communication, coordination, and cooperation; establishing guidelines and principles;
and reducing internal jurisdictional conflicts.

e Standard Operating Procedures (SOPs) — SOPs are formal written guidelines or
instructions for incident response. SOPs typically have both operational and technical
components.

e Technology — The technology used to implement interoperable communications is
dependent upon existing infrastructure within the region. Multiple technology solutions
may be required to support large events.

e Training and Exercises — Proper training and regular exercises are critical to the
implementation and maintenance of a successful interoperability solution.

e Usage of Equipment — Usage refers to how often interoperable communication
technologies are used.

PREPAREDNESS DIRECTORATE’S OFFICE OF GRANTS AND TRAINING 8

NATIONAL PREPAREDNESS



FY 2006 HOMELAND SECURITY GRANT PROGRAM — DECEMBER 2, 2005

States and Urban Areas were to show in their updated homeland security strategy how they plan
to achieve interoperability on a regional, State, or multi-State level, in support of their efforts to
establish integrated regional operational systems.

In addition, all Urban Areas and select other metropolitan areas are required as part of the FY
2005 HSGP to develop and validate a Tactical Interoperable Communications Plan (TICP). The
goal of the plan is to enable local public safety agencies to communicate as they prevent or
respond to a CBRNE terrorist attack. The TICP leverages other Federal, State, and local
interoperability efforts whenever possible to enhance the overall capacity for agencies and
individuals to communicate with one another. These plans are due to G&T no later than May 1,
2006. Jurisdictions then have one year in which to validate the plan through an exercise.

More information on implementing interoperable communications can be found from the Office
for Interoperability and Compatibility (OIC) SAFECOM at http://www.safecomprogram.gov/
SAFECOM/grant/default.htm. Appendix K provides additional information on public safety
communications and interoperability.

Benchmarks for implementation of this National Priority include:

e States and Urban Areas receiving FY 2006 HSGP funding must respond to the
Interoperability Baseline Study survey instrument that will be disseminated in February
2006.

e Application of the Interoperability Continuum in implementation of ongoing
interoperable communications initiatives in accordance with State and Urban Area
Homeland Security Strategies.

e Development and validation of Tactical Interoperable Communications Plans (TICP) to
enable rapid on-scene, incident-based mission critical voice communications among all
emergency responder (e.g., EMS, fire and law enforcement) agencies and in support of
NIMS. The TICP requirement in the FY 2005 HSGP is based on the RapidCom
initiative. These plans are due to G&T no later than May 1, 2006. Jurisdictions have one
year from date of submission in which to validate the plan through an exercise. New
Urban Areas receiving FY 2006 UASI program funds must meet the TICP development
and validation requirement. The objective end-state is to enable on-scene, incident-based
mission critical voice communications in the 77 multi-jurisdictional areas subject to this
FY 2005 HSGP requirement.

e By the end of 2007, each State must develop and adopt a Statewide communications
interoperability plan.

C.6. Strengthen Chemical, Biological, Radiological/Nuclear, and Explosive (CBRNE)
Detection, Response, and Decontamination Capabilities

This priority seeks to leverage efforts to develop robust capabilities to detect, neutralize, contain,
dismantle, and dispose of CBRNE materials, and decontaminate exposed personnel and property.
These efforts were heavily emphasized in previous years’ G&T grant program guidance. States
and Urban Areas should continue to implement a broad range of activities, including planning,
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organization, equipment, training, and exercises in an effort to build new and strengthen existing
CBRNE detection, response, and decontamination capabilities.

With specific regard to radiological or nuclear (RAD/NUC) threats, the newly-formed Domestic
Nuclear Detection Office (DNDO) plays an essential role in developing and implementing a
multi-layered defensive strategy, with domestic and international programs and systems, to
protect the Nation from terrorist RAD/NUC attacks. DNDO is working in close coordination
with G&T and other Federal, State, local, and Tribal entities to develop program guidance that
supports the planning, organization, equipment, training, and exercise (POETE) activities related
to the enhancement and development of RAD/NUC preventive detection programs at the State
and local level. DNDO is also developing operational support systems to assist in the
implementation of these programs. State and local grantees are encouraged to work closely with
DNDO when developing or enhancing preventive RAD/NUC detection programs in order to
ensure compliance with DNDO program guidance and to ensure that State and local programs
are effectively integrated into national systems. Appendix J provides more information about
DNDO, the program guidance, and the support DNDO will provide to State and local entities.

Benchmarks for implementation of this National Priority include:

e Acquisition and deployment of chemical/biological detection systems with a focus on
broad system-wide protection for high threat, urban transit systems and major indoor
sports and convention venues.

e Acquisition, consolidation, and coordinated deployment of explosive countermeasures
capabilities, including explosives detection technologies for high-density venues such as
transit systems, sports and special event venues, and shopping malls.

e RAD/NUC detection equipment procured with HSGP funding complies with DNDO
technical guidance and/or established technical requirements, as they become available.

e Incorporation of DNDO guidance on RAD/NUC response protocols and linkages to
appropriate State emergency operations centers, as it becomes available.

C.7. Strengthen Medical Surge and Mass Prophylaxis Capabilities

Effective medical surge and mass prophylaxis capabilities require embracing a multi-disciplinary
and multi-jurisdictional collaborative approach. These capabilities should be supportive of
integrated regional operational systems that are being established in support of the expanded
Regional Collaboration priority, and demonstrate effective integration among public health,
healthcare services, and other appropriate disciplines (e.g., emergency management, emergency
medical services), mass transit and Regional Transit Security Working Groups to enhance
evacuation planning, and surge volunteers. Much work in these areas is being funded through
programs administered by the U.S. Department of Health and Human Services (HHS).

States and Urban Areas should examine how they are integrating preparedness activities across
disciplines to build and maintain medical surge and mass prophylaxis capabilities across all
disciplines. Building and maintaining these capabilities must leverage both G&T and HHS
resources and should be a collaborative effort across the State public health and healthcare
agencies. Planning documents should give specific attention should to how all available
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preparedness funding sources can be effectively utilized in a collaborative manner to support the
enhancement of these capabilities.

State health, homeland security, and emergency management organizations are encouraged to
seek out, coordinate, and collaborate with one another to better understand progress made to date
and to scope future activity under this priority.

Benchmarks for implementation of this National Priority include:

e Prepare jurisdictions to provide oral medications during an event to their entire
population within 48 hours via a network of points of dispensing (PODs) staffed with
trained/exercised paid and volunteer staff.

e Conduct planning, training, exercises to pre-identify the staff, hospital beds, and other
resources that can be deployed or used following a catastrophic event.

C.8. National Review of Emergency Operations Plans and the Status of Catastrophic
Planning

The devastating aftermath of Hurricane Katrina focused the Nation on the importance of
emergency operations planning for catastrophic incidents. As a result, in addition to the seven
National Priorities outlined in the Goal, the FY 2006 HSGP adds an additional priority that
emphasizes emergency operations and catastrophic planning.

As defined by the NRP, a catastrophic incident is any natural, technical, or manmade incident,
including terrorism, that results in extraordinary levels of mass casualties, damage, or disruption
severely affecting the population, infrastructure, environment, economy, national morale, and/or
government functions. Catastrophic incidents can result in sustained national impacts over a
prolonged period of time; almost immediately exceed resources normally available to State,
local, Tribal, and private-sector authorities in the impacted area; and significantly interrupt
governmental operations and emergency services to such an extent that national security could
be threatened.

As Hurricane Katrina demonstrated, this type of incident affects key planning components
including public warning and notification, evacuation, reception and shelter (including a focus on
at-risk population), logistics and resource management, isolation and quarantine, volunteer and
donation management, and search and rescue. These factors drive the urgency for coordinated
planning to ensure effective initial response and accelerated Federal/national assistance.

In November 2005, in response to three discrete tasks from the President and Congress, DHS
initiated a national review process of emergency operations plans for all States and 75 Urban
Areas. This review is examining the status of catastrophic planning, including mass evacuation
planning, and is employing a two-phased approach.

e In the first phase, States and Urban Areas will complete and submit to DHS a plan review
template that forms a baseline national status report of emergency operations planning.
This requirement, as well as the list of Urban Areas and major cities which need to meet
this requirement, was outlined in greater detail in Information Bulletin #197 released on
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November 23, 2005. As this report is due to Congress in February 2006, FY 2006 HSGP
funding will be contingent upon States and Urban Areas submitting the plan review
template to G&T no later than January 17, 2006. Failure to meet the deadline could
adversely affect FY 2006 HSGP awards.

e During phase two, teams of subject matter experts will be dispatched to all States and
Urban Areas to review emergency operations plans in greater detail and provide technical
assistance. Following phase two, DHS will provide a report to the President and
Congress with recommended improvements to planning processes, policies and
authorities.

D. Capabilities-Based Planning

Implementing a common, shared approach to achieving national preparedness requires the
Nation to re-orient its programs and efforts in support of the Goal and the National Priorities.
The Goal establishes a vision for preparedness, identifies Target Capabilities, provides a
description of each capability, and presents guidance on the levels of capability that Federal,
State, local, and Tribal entities will be expected to develop and maintain. Capabilities-based
planning is a process by which to achieve the Goal and the capabilities it outlines. Capabilities-
based planning is defined as, “planning, under uncertainty, to provide capabilities suitable for a
wide range of threats and hazards while working within an economic framework that necessitates
prioritization and choice.” This planning approach assists leaders at all levels to allocate
resources systematically to close capability gaps, thereby enhancing the effectiveness of
preparedness efforts. Capabilities-based planning will provide a means for the Nation to achieve
the Goal and National Priorities by answering three fundamental questions: “How prepared do
we need to be?”, “How prepared are we?”’, and “How do we prioritize efforts to close the
gap?” At the heart of the Goal and the capabilities-based planning process is the TCL. The

capabilities included in the TCL are listed in Figure 1.

Figure 1 — Target Capabilities

37 Target Capabilities

Common
*Planning
*Communications
*Risk Management
*Community Preparedness and Participation

Prevent Mission Area
Information Gathering & Recognition of Indicators &
Warnings
«Intelligence Analysis and Production
«Intelligence / Information Sharing and Dissemination
sLaw Enforcement Investigation and Operations
*CBRNE Detection

Protect Mission Area
«Critical Infrastructure Protection (CIP)
*Food & Agriculture Safety & Defense
*Epidemiological Surveillance and Investigation
*Public Health Laboratory Testing

Recover Mission Area
Structural Damage and Mitigation Assessment
*Restoration of Lifelines
*Economic & Community Recovery

Respond Mission Area
*Onsite Incident Management
*Emergency Operations Center Management
«Critical Resource Logistics and Distribution
*Volunteer Management and Donations
*Responder Safety and Health
*Public Safety and Security Response
*Animal Health Emergency Support
*Environmental Health
*Explosive Device Response Operations
*Firefighting Operations/Support
*WMD/HazMat Response and Decontamination
«Citizen Protection: Evacuation and/or In-Place Protection
eIsolation and Quarantine
*Urban Search & Rescue
*Emergency Public Information and Warning
*Triage and Pre-Hospital Treatment
*Medical Surge
*Medical Supplies Management and Distribution
*Mass Prophylaxis
*Mass Care (Sheltering, Feeding, and Related Services)
*Fatality Management
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The capabilities-based planning process makes sign cant use of the TCL which provides
additional levels of detail on the underlying tasks and resources for achieving these capabilities.
Each level of government or geographic area will not be expected to develop and maintain all 37
capabilities to the same level. Capability-based planning necessitates the prioritization of
resources and initiatives among the various capabilities. Given limited time and resources,
jurisdictions will be expected to target their planning efforts on the most critical capability gaps.
The expectation will vary based upon the risk and needs of different levels of government and
geographic areas. For example, basic capability levels may be expected of a low-population
jurisdiction, while more advanced levels of capability may be expected of a group of
jurisdictions, an entire State, or the Federal government. Consequently, incremental
organizational and operational change is required across agencies, disciplines and jurisdictions —
and across State lines. Mutual aid agreements, inter-organizational linkages (including
authorities, agencies, non-governmental partners and individual citizens), information sharing,
and collaboration become critical elements of the new preparedness landscape.

The Goal represents an all-hazards approach to preparedness. This all-hazards approach takes
into consideration the special emphasis the NRP places in preparing for threats with the greatest
risk of mass casualties, massive property loss, and immense social disruption, having significant
national impact, requiring significant information sharing, resource coordination and assistance.
As described above, catastrophic events in particular are defined in the NRP as any natural,
technical, or manmade incident, including terrorism, that results in extraordinary levels of mass
casualties, damage, or disruption severely affecting the population, infrastructure, environment,
economy, national morale, and/or government functions. All catastrophic events are considered
Incidents of National Significance.

The National Planning Scenarios listed in the Goal were designed to illustrate the potential
scope, magnitude, and complexity of a range of events including terrorist attacks and natural
disasters. Terrorist attacks and natural or man-made disasters share numerous common
characteristics. Many capabilities are common to all-hazards — whether a natural disaster, a
technical accident, or a terrorist attack — including on-site incident management and search and
rescue.

E. The National Preparedness Goal and the FY 2006 Homeland Security
Grant Program

Over the next year, focus will be placed on significantly improving or enhancing capabilities

supporting the National Priorities listed in the Goal, as building blocks for a National
Preparedness System. Figure 2 below shows the FY 2006 process of implementing the Goal.
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Figure 2 — Process Overview

National Preparedness Goal
National Preparedness Guidance
State and Urban Area Homeland Security Strategy Guidance

Review Existing
Strategies

-~

Update Strategies
(Goals & Previous assessment
|

Objectives) and funding data

Review Homeland

Security Programs and
Capabilities P Enhancement Plan

Identify Gaps and

S Preparedness Grant Investment
Deficiencies

Programs and Guidance Justification

Develop or Sustain” 4
Initiatives

All States and Urban Areas were required to align existing preparedness strategies within the
National Priorities by October 31, 2005. As part of the FY 2006 DHS grant process, States and
Urban Areas are required to assess their preparedness needs by reviewing their existing programs
and capabilities and use those findings to develop a plan and formal Investment Justification
outlining major Statewide, sub-State, or inter-State initiatives for which they will seek funding.

. Process steps

Input into process step

These Statewide, sub-State, or inter-State initiatives should focus efforts on how to build and
sustain programs and capabilities within and across State boundaries, while aligning with the
Goal and National Priorities. Capabilities should be strategically located to maximize the return
on preparedness investments, and all available funding sources (Federal, State, local, and private)
should contribute to building and sustaining these capabilities.

Moving forward, DHS will continue to work closely with Federal, State, local, Tribal, private
sector, and non-governmental subject matter experts to further refine the capabilities and
associated targets in the TCL, and to build capabilities in the right place at the right level to
minimize the impact of major events on lives, property, and the economy based on risk and need.

The FY 2006 HSGP guidance provides assistance to States and Urban Areas in applying for and
leveraging Federal preparedness assistance from DHS, HHS, and other Federal agencies to
enhance national preparedness by closing capability gaps and maintaining existing levels of
capability. The FY 2006 HSGP is one of the primary sources of assistance for implementing the
Goal and achieving and sustaining risk-based target levels of capability to prevent, protect
against, respond to, and recover from major events in order to minimize the impact on lives,
property, and the economy.
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II. PROGRAM GUIDANCE

A. Overview

The following section highlights important guidance, policy, and coordination requirements, as
well as a broad discussion of allowable costs applicable across all programs through the FY 2006
HSGP. Applicants should pay close attention to the language in this section as this year’s HSGP
guidance has been adjusted to reflect the new strategic context of the Goal and the National
Priorities.

The FY 2006 HSGP continues the streamlined approach employed in FY 2005 with the inclusion
of multiple grant programs in a single solicitation. This consolidation helps ensure that all
available funding is leveraged for maximum impact. The integration of these programs also
strengthens the coordination across the various programs and encourages regional preparedness
efforts in support of implementing the Goal.® State and Urban Area Homeland Security
Strategies were recently updated to reflect the Goal, and will continue to serve as the overarching
guide for homeland security efforts as the Goal is finalized. These strategy updates represent an
important first step in transitioning to the common framework for building, sustaining, and
improving national preparedness for a broad range of threats and hazards that is envisioned in the
Goal. While developing the application for the FY 2006 HSGP, grantees are encouraged to look
across all available support and assistance programs and leverage all available funding and
resources from multiple sources wherever possible.

Table 1 outlines the programs included in FY 2006 HSGP and the homeland security mission
areas each program supports. In addition, Appendix G illustrates in greater detail how each grant
program relates to the Goal and the TCL.

Table 1 — FY 2006 Homeland Security Grant Program

Goal Mission
Area

FY 2006 HSGP Program Overview

SHSP supports the implementation of the State Homeland

State Homeland Security Strategy to address the identified planning, equipment, Common

Activities, Prevent,

Security Program training, and exercise needs for acts of terrorism. In addition, Protect. Respond
(SHSP) SHSP supports the implementation of the National Preparedness Re;coveIr) ’
Goal, NIMS, and the NRP.
UASI funds address the unique planning, equipment, training, Common
Urban Areas and exercise needs of high threat, high density Urban Areas, and o
N e . . . o . . Activities, Prevent,
Security Initiative | assist them in building an enhanced and sustainable capacity to
. Protect, Respond,
(UASI) prevent, protect against, respond to, and recover from acts of Recover
terrorism.

¥ As used in this document, the term “regional” refers to multi-State or sub-State geographic areas that function as
regions (e.g., the National Capital Region) and is not a reference to any Federal regions.
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Program Overview

Goal Mission

Law Enforcement
Terrorism
Prevention

Program (LETPP)

LETPP focuses upon the prevention of terrorist attacks and
provides law enforcement and public safety communities with
funds to support the following activities: intelligence gathering
and information sharing through enhancing/establishing fusion

centers; hardening high value targets; planning strategically;
continuing to build interoperable communications; and
collaborating with non-law enforcement partners, other
government agencies and the private sector.

Area

Common
Activities, Prevent

Metropolitan
Medical Response
System (MMRS)
Program

MMRS funds support MMRS jurisdictions to further enhance
and sustain an integrated, systematic mass casualty incident
preparedness program that enables a first response during the
first crucial hours of an incident. The program prepares
jurisdictions for response to the range of mass casualty
incidents, including CBRNE, and agriculture to epidemic
outbreaks, natural disasters and large-scale hazardous materials
incidents.

Common
Activities, Prevent,
Respond, Recover

Citizen Corps
Program (CCP)

The Citizen Corps mission is to actively involve all citizens in
hometown security through personal preparedness, training,
exercises, and volunteer service. CCP funds support Citizen

Corps Council efforts to engage citizens in all-hazards
prevention, protection, response, and recovery.

Common
Activities, Prevent,
Protect, Respond,
Recover

In addition to the programs outlined in the FY 2006 HSGP, Table 2 outlines other programs also
funded by G&T but not included in this guidance.

Table 2 — Other FY 2006 Office of Grants and Training Grant Programs

FY 2006 . Goal Mission
Program Overview
Program Area
The EMPG program gives States the opportunity to structure
individual emergency management programs based on needs
Emergency and priorities for strengthening their emergency management Common
Management capabilities, while addressing issues of national concern. States | Activities, Protect,
Performance Grant have the flexibility to develop systems that encourage the Respond, Recover
(EMPG) Program building of partnerships which include government, business,
volunteer, and community organizations.
BZPP provides funding for enhanced security of select critical
Buffer Zone infrastructures and assets. The intent of the program is to Common
Protection establish Buffer Zone Plans which are intended to help local law | Activities, Prevent,
Program (BZPP) enforcement and emergency responders develop preventive Protect
measures around high priority infrastructure targets.
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Program Overview

Goal Mission
Area

The TSGP provides funding to support security enhancements

Transit Security . . . . . Common
for intracity passenger rail transportation and other security o
Grant Program . .. . Activities, Prevent,
measures. The program addresses three transit modalities: rail
(TSGP) . . . Protect
transit, intracity bus transit, and ferry systems.
The PSGP funds owners and operators of ports, terminals, U.S.
inspected passenger vessels and ferries, as well as port
. authorities and State and local agencies to improve security for
Port Security . . Common
operators and passengers through physical security o
Grant Program . . . Activities, Prevent,
(PSGP) enhancements. The program strives to create a sustainable, risk- Protect
based effort for the protection of critical infrastructure from
terrorism or any other incidents that would cause major
disruption to commerce and significant loss of life.
The IBSGP provides financial assistance to owners/operators of
. fixed route, intercity bus services, and special needs charter
Intercity Bus . . Common
. buses to improve security for operators and passengers. The o
Security Grant . . . Activities, Prevent,
Program (IBSGP) program strives to create a sustainable effort for the protection Protect
g of critical infrastructure terrorism or any other incidents that
would cause major loss of life and severe disruption.
Intercity Passenger The IPRSGP provides financial assistance to Amtrak for the Common
Rail Security Grant | protection of critical infrastructure and preparedness activities Activities, Prevent
Program (IPRSGP) related to terrorism or any other incidents. Protect
The purpose of the AFG program is to enhance the safety of the
public and firefighters with respect to fire and fire-related
hazards. The primary goal of the AFG Program’s Fire
Assistance to Prevention and Safety Grant is to reach high-risk target groups Common
Firefighters Grant in order to mitigate the high incidences of death and injuries. Activities, Prevent,
(AFG) Program Additionally, the program continues to include funding for the Respond,

Firefighter Safety Research and Development. For further
information contact the AFG Helpdesk at 1-866-274-0960, or
look online at http://firegrantsupport.com
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Table 3 points to other grant programs throughout the Federal government which
States can leverage for preparedness needs.

FY 2006
Program

National
Bioterrorism
Hospital
Preparedness
Program (NBHPP)
Health Resources
and Services
Administration
(HRSA), (HHS)

Table 3 — FY 2006 Other Preparedness Grant Programs

Program Overview

The purpose of the NBHPP is to prepare hospitals and
supporting healthcare systems, in collaboration with other
partners, to deliver coordinated and effective care to victims of
terrorism and other public health emergencies. Cooperative
agreement funds may be used for activities that include
increasing surge capacity, which encompasses beds, personnel,
pharmaceuticals, Personal Protective Equipment,
decontamination capacity, isolation capacity and interoperable
communications, as well as the enhancement of EMS services,
competency based training, and exercises.

Goal Mission
Area

Common
Activities, Respond

Bioterrorism
Training and
Curriculum
Development
Program (BTCDP),
(HRSA), (HHS)

BTCDP provides support to health professions schools, health
care systems, and other educational entities to equip a workforce
of healthcare professionals to address emergency preparedness
and response issues. The program consists of two discrete foci:
(1) provision of continuing education for practicing health care
providers; and (2) curriculum development and enhancement
and training in health professions schools.

Common
Activities, Respond

Public Health
Emergency
Preparedness
Cooperative
Agreement,
Centers for Disease
Control and
Prevention (CDC),
(HHS)

The purpose of the Division of State and Local Readiness'
cooperative agreement program is to upgrade and integrate State
and local public health jurisdictions' preparedness for and
response to terrorism and other public health emergencies with
Federal, State, local, and Tribal governments, the private sector,
and Non-Governmental Organizations (NGOs). These
emergency preparedness and response efforts are intended to
support the NRP and the NIMS. Activities included in the
cooperative agreement are designed to develop emergency-
ready public health Departments.

Common
Activities, Respond

Federal Emergency

The Pre-Disaster, Flood, and Hazard Mitigation Programs
provides States and local governments financial assistance to

Management implement measures that will permanently reduce or eliminate Common
Agency (FEMA) p P Y Activities, Protect,
A future damages and losses from natural hazards through safer
Mitigation Grants A . . . . Recover
building practices and improving existing structures and
(DHS) I
supporting infrastructure.
The JAG Program is a partnership among Federal, State, and
Edward Byrne local governments to create safer communities. The Bureau of
Memorial Justice Justice Assistance may award grants for use by States and units
N . .. .. Common
Assistance Grant of local government to improve the functioning of the criminal L
.. . Activities, Protect,
Program (JAG), justice system and enforce State and local laws that establish Respond
Department of offenses similar to those in the Federal Controlled Substances P
Justice (DOJ) Act. Grants also may be used to provide assistance (not
compensation) to victims of these offenders.
Homel‘a nd The purpose of the Homeland Security — Agriculture Grant is to
Security- provide funding to protect the food supply and agricultural
Agricultural Grant, Common

Department of
Agriculture
(USDA)

production, protect USDA facilities and other agricultural
infrastructure; and protect USDA staff and manage emergency
preparedness.

Activities, Protect
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FY 2006 . Goal Mission
Program Overview
Program Area
I;Z;:‘:g:;ls s The HMEP grant program is intended to provide financial and
Emersenc technical assistance as well as national direction and guidance to
gency enhance State, Territorial, Tribal, and local hazardous materials
Preparedness emergency planning and training. The HMEP grant program Common
Grant Program eency p g g 1 grant prog Activities, Prevent,
distributes fees collected from shippers and carriers of
(HMEP), . . . Protect
Department of hazardous materials to Local Emergency Planning Committees
P . (LEPCs) for hazmat planning and to emergency responders for
Transportation hazmat training
(DOT) )
B. Policy

B.1. Integrating Preparedness Assistance

The Goal established a common planning framework in which agencies at all levels of
government and across all disciplines can operate. This framework serves to guide agencies and
their constituents in appreciating their unique contributions while working toward goals shared
by all. This new strategic framework provides the Nation with an opportunity to begin viewing
programs that have traditionally been managed within one particular agency or discipline in a
more holistic and connected manner. Only when programs are managed and implemented
through an interdisciplinary and multi-jurisdictional approach can the Nation truly begin to
operate in the coordinated fashion that a major disaster or catastrophic event will demand.

This opportunity is especially pertinent to the implementation of preparedness grant programs in
DHS and HHS. In FY 2005, DHS and HHS made available approximately $3.9 billion in grant
and cooperative agreement funds to States and local jurisdictions to assist in building and
sustaining national preparedness through several major grant programs, including:

Table 4 — FY 2005 DHS/HHS Preparedness Programs

Program Title Sponsoring Agency ll::?l{n%i(:gz
Homeland Security Grant Program Office for Domestic Preparedness, DHS $2.5 billion
Public Health Emergency Preparedness Centers for Disease Control and $862.0 million
Cooperative Agreement Prevention, HHS
National Bioterrorism Hospital Preparedness Health Resources and Services $491.0 million
Program Administration, HHS
Bioterrorism Training and Curriculum Health Resources and Services $25.0 million
Development Program Administration, HHS

These grant programs target distinct but related homeland security stakeholders at the State and
local levels. For example, the State Homeland Security Program within HSGP cuts across all of
the capabilities in the TCL, while the Law Enforcement Terrorism Prevention Program focuses
specifically on the capabilities related to prevention efforts. Likewise, CDC’s and HRSA’s
emergency preparedness programs center on a number of capabilities related to health and
medical efforts.
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Using the Goal and the corresponding structure of the TCL as the foundation, State and local
homeland security, public safety, and public and private health organizations can continue to
build the framework that connect them to support the overall homeland security program.
Appendix G maps the above programs to each of the Target Capabilities in an effort to
emphasize areas of overlap among the programs as well as any unique focus areas of each
program.

To emphasize the criticality of a coordinated approach to the management and application of
these funding streams, DHS and HHS have established a Federal Preparedness Grant Program
Steering Committee to strengthen the alignment of each agency’s respective grant programs both
with each other and within the new context of the Goal. Through this committee, DHS and HHS
are working to align their programs and develop common language and analytical tools while
maintaining the discreet focus areas of each program.

States should examine how they are integrating preparedness activities across disciplines and
agencies. In FY 2006, States must implement a cohesive planning framework that builds and
implements homeland security initiatives that leverage both DHS and HHS resources as well as
other Federal and State resources. In addition to DHS and HHS resources, grantees and
subgrantees should consider preparedness assistance programs from other Federal agencies
including the USDA, DOJ, and DOT. Specific attention should be paid to how all available
preparedness funding sources can be effectively utilized in a collaborative manner to support the
enhancement of capabilities throughout the State.

In FY 2005, G&T, CDC, and HRSA encouraged the integration of disciplines through a Senior
Advisory Committee to coordinate Federal assistance programs including G&T, CDC, HRSA,
and other Federal entities providing homeland security assistance. This requirement remains in
place in FY 2006 and underscores the importance that DHS and HHS stress to grantees and
subgrantees in taking a holistic approach to implementing their strategic homeland security goals
and 0bj9ectives by considering all available support and assistance programs, regardless of the
source.

States are encouraged to broaden membership of the Senior Advisory Committee to include
membership from additional disciplines, associations, and regional working groups.

? The membership of the Senior Advisory Committee must, at a minimum, include the following State officials
directly responsible for the administration of Office of Grants and Training grants and CDC and HRSA cooperative
agreements: the State Administrative Agency (SAA), HRSA Program Director, HRSA Bioterrorism Hospital
Coordinator, and CDC Program Director. In addition, program representatives from the following entities should be
members on the committee: State Homeland Security Advisor (if this role is not also the SAA); State Emergency
Management Agency Director; State Public Health Officer; State Public Safety Officer (and SAA for Justice
Assistance Grants, if different); State Court Official; State EMS Director; State Trauma System Manager; State
Citizen Corps POC; United States Coast Guard Area Command or Captain of the Port; Senior Members of the
Regional Transit Security Working Group, Senior Security Officials from Major Transportation Systems; and the
Adjutant General.
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B.2. Effective State Homeland Security Programs

An effective homeland security program hinges on sound program governance structures that
help ensure the program is capable of conducting business across Departments, agencies, and
disciplines at all levels of government. Because such a wide spectrum of stakeholders are
involved in efforts to prevent, protect against, respond to, and recover from major events,
governance can present unique challenges. Although a lead State agency is required from a
functional standpoint to manage the overall homeland security program, the scope of the
program transcends agencies and demands collaboration among all key constituencies in order to
achieve success.

The State homeland security program should provide a strategic and management framework to
integrate and ensure consistency among the full range of program-related activities and
operational plans and procedures. The State homeland security program should work to achieve
and sustain risk-based target levels of capability to prevent, protect against, respond to, and
recover from catastrophic events and acts of terrorism in order to minimize the impact on lives,
property, and the economy.

B.3. State and Urban Area Homeland Security Strategies

For FY 2006, State and Urban Area Homeland Security Strategies will continue to provide the
overarching strategic vision for the implementation of State and Urban Area homeland security
programs. States and Urban Areas were recently required to update their strategies to bring the
strategies into alignment with the National Priorities included in the Goal. Updated State and
Urban Area Homeland Security Strategies continue to provide the context for the evaluation of
preparedness programs and capabilities within and across State boundaries. In the development
of the FY 2005 Regional Transit Security Strategies mass transit systems were aligned to their
respective Urban Area and State Strategies in order to collaborate on a vision for transportation
security. This collaborative approach will continue under the FY 2006 Transit Security Grant
Program.

B.4. Coordination Requirements

Citizen Coordination

State Administrative Agencies (SAAs) must coordinate State and Urban Area citizen awareness
and participation activities with those State agencies currently responsible for the administration
of Citizen Corps activities. Citizens are a critical component in securing the homeland. In order
to have a prepared and protected community and Nation, all citizens must be educated, practiced,
and trained on how to prepare for and respond to emergencies, including natural disasters and
potential terrorist attacks. Through Citizen Corps and the Ready campaign, DHS is helping
individuals and communities become better prepared. These programs engage the public and
encourage them to prepare for emergencies and thus are a critical part of a better prepared
America.

In support of this mission, all SHSP, UASI, LETPP, CCP, and MMRS award recipients are to

work with their State and local Citizen Corps Councils to more fully engage citizens through the
following:
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e Awareness and outreach to inform and engage the public: Educate the public on
personal, family and business preparedness measures, alert and warning systems, and
State and local emergency plans. Encourage the public to take actions to prepare
themselves, their families and their businesses via a range of communication channels
and community venues, including schools when appropriate.

¢ Expand plans and task force memberships to address citizen participation: Develop
or revise State and local plans, such as Emergency Operations Plans (EOPs), to integrate
citizen/volunteer resources and participation, and include advocates for increased citizen
participation in task forces and advisory councils.

e Include citizens in training and exercises: Provide emergency preparedness and
response training for citizens, improve training for emergency responders to better
address special needs populations, and involve citizens in all aspects of emergency
preparedness exercises, including planning, implementation, and after action review.

e Develop or expand programs that integrate citizen/volunteer support for the
emergency responder disciplines: Develop or expand the Citizens Corps Programs
(Volunteers in Police Service (VIPS), Medical Reserve Corps (MRC), Community
Emergency Response Teams (CERT), Neighborhood Watch, and Fire Corps), activities
of the Citizen Corps affiliates, and ad hoc opportunities for citizens to support emergency
responders year-round and during a disaster.

A listing of current State Citizen Corps POCs is available by visiting
http://www.citizencorps.gov/councils/ and selecting “State Citizen Corps POC List.” In support
of the goals and objectives outlined in the current Homeland Security Strategies and as strategies
are revised, States must include an integrated approach to engaging citizens in preparedness,
training, exercises, and volunteer support for emergency responders through Citizen Corps
Councils. States are encouraged to fully leverage HSGP resources to accomplish this
integration.

Private Sector Coordination

States and Urban Areas should collaborate with the private sector to leverage private sector
initiatives, resources, and capabilities, as permitted by applicable laws and regulations. Since
critical infrastructure is often privately-owned and operated, enhancing public/private
partnerships will help identify and advocate opportunities for coordination within communities.
In addition, Citizen Corps Councils at all levels should work with and include representatives
from the private sector as appropriate.

Transit and Port Security Coordination

In the development of the FY 2005 Regional Transit Security Strategies, mass transit systems
were aligned to their respective State and Urban Area Homeland Security Strategies in order to
establish a regional, collaborative vision for transportation security. This regional collaboration
effort was augmented under the FY 2005 TSGP with the establishment of the Regional Transit
Security Working Group (RTSWG) structure. The RTSWG provides an arena where State,
local, Tribal, and parish leadership join with respective transit leadership of the transportation
providers for that region to coordinate a collective approach to managing the needs of the
eligible transit grant recipients.
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In many cases, the RTSWG becomes a formal or, at a minimum, an ad-hoc component of the
existing Urban Area Working Groups and/or historical transportation planning organizations
(i.e., Metropolitan Planning Organizations) which have responsibility over transit issues. Within
the port security arena, the FY 2006 Port Security Grant Program encouraged increased visibility
of the Area Maritime Security Committees within Urban Areas in order to enhance their input
into regional needs assessment and planning for port security grants.

States and Urban Areas are strongly encouraged to support the RTSWG and the Area Maritime
Security Committees as they are integral to the achievement of regional collaboration for
transportation security. For more information on maritime security issues, refer to the National
Strategy for Maritime Security which was released on September 20, 2005, and is available at
http://www.whitehouse.gov/homeland/maritime-security.html. The National Strategy for
Transportation Security, which will provide a national, in-depth transportation security approach
is expected to be released within the year.

Emergency Medical Services Coordination

Grantees should work closely to engage the EMS community in preparedness efforts. While
G&T does not mandate how much money should be allocated to any particular discipline,
Congress has raised concerns about how much funding is reaching the EMS community. As a
result, Congress directed G&T in FY 2006 to evaluate how much funding is given to EMS
providers and to require an explanation from any State not providing at least ten percent of its
grant funding to EMS providers. States should be prepared to provide an explanation supporting
EMS funding decisions to their Preparedness Officers upon request.

B.5. Information Technology

National Information Exchange Model

DHS, the DOJ, and their associated domains released the National Information Exchange Model
(NIEM 0.1) in October 2005. The NIEM 0.1 establishes a single standard Extensible Markup
Language (XML) foundation for exchanging information between DHS, DOJ, and supporting
domains, such as Justice, Emergency Management, and Intelligence. The base technology for
the NIEM is the Global JXDM. The NIEM will leverage both the extensive Global JXDM
reference model and the comprehensive Global JXDM XML-based framework and support
infrastructure. The intended uses of this initial release are:

e To introduce NIEM to the broad NIEM stakeholder community within government and
industry.

e To provide the NIEM model and schemas as a base for creating exchange messages for
the initial pilot projects that will validate and augment the standard.

e To allow information technology and standards experts and users to provide feedback on
the standard.

e To begin to identify additional Universal, Common, and Domain-Specific components
that could be added to future versions of the standard.

To support homeland security, public safety, and justice information sharing, G&T requires all

grantees to use the latest NIEM specifications and guidelines as follows regarding the use of
XML for all HSGP awards:
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e Use NIEM 1.0 or later for information sharing in production systems. The projected
released date for NIEM 1.0 is June 30, 2006.

e Until the release of NIEM 1.0, the latest NIEM specifications and guidance should be
used only for the pilots and prototype systems.

Grantees shall make available without restriction all schemas (extensions, constraint, proxy)
generated as a result of this grant, as specified in the guidelines. Further information about the
required use of NIEM specifications and guidelines is available at http://www.niem.gov. If there
is any question or comment about the use of NIEM specifications and guidelines, please submit
it to http://www.niem.gov/contactus.php.

Geospatial Guidance

Geospatial technologies capture, store, analyze, transmit, and/or display location-based
information (i.e., information that can be linked to a latitude and longitude). In geospatial
systems, this location information is often paired with detailed information about the location
such as the following: purpose/use, status, capacity, engineering schematics, operational
characteristics, environmental and situational awareness.

State and local emergency organizations are increasingly incorporating geospatial technologies
and data to prevent, protect against, respond to, and recover from terrorist activity and incidents
of national significance. In the preparedness phase, homeland security planners and responders
need current, accurate, and easily accessible information to ensure the readiness of teams to
respond. Also an important component in strategy development is the mapping and analysis of
critical infrastructure vulnerabilities, and public health surveillance capabilities. Geospatial
information can provide a means to prevent terrorist activity by detecting and analyzing patterns
of threats and possible attacks, and sharing that intelligence. During response and recovery,
geospatial information is used to provide a dynamic common operating picture, coordinate and
track emergency assets, enhance 911 capabilities, understand event impacts, accurately estimate
damage, locate safety zones for quarantine or detention, and facilitate recovery.

Appendix H contains additional guidance on geospatial issues. Authorized equipment for
geospatial homeland security purposes (including hardware, software, and data) appear primarily
in the Information Technology category of the Authorized Equipment List (AEL).

Homeland Security Information Network (HSIN)

The HSIN is DHS’ primary nationwide information sharing and collaboration network,
providing secure, encrypted information exchange over the Internet. The HSIN web-based
portals provide real-time connectivity and interoperability between the Homeland Security
Operations Center (HSOC) and Federal, State, regional, local, and Tribal organizations
nationwide. The HSOC is the primary national-level hub for domestic situational awareness and
information fusion and sharing as they relate to the prevention of terrorist attacks and the
management of domestic incidents of national significance.

DHS is requiring all State, regional, local, and Tribal entities using FY 2006 HSGP funding in

support of information sharing and intelligence fusion and analysis centers to use the HSIN web-
based system as the backbone for communication and collaboration with their member agencies
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and the HSOC. The use of the HSIN system will enable participants in these information sharing
and intelligence fusion and analysis centers to access intelligence data from multiple systems,
irrespective of their platform or programming language. Participants are also encouraged to use
HSIN to conduct data queries and to exchange information and reports with the HSOC on a
regular basis, in accordance with appropriate State and/or local reporting procedures.

In support of the implementation, integration, and use of HSIN, DHS will offer technical
assistance and training in FY 2006 for State and local jurisdictions to adopt, connect to, use, and
enhance their familiarity and proficiency with HSIN. This technical assistance will include
training and workshops for States and local jurisdictions and member agencies in the use of
HSIN and support to certify and validate their personnel as HSIN users. Additionally, HSIN
Program Management Office representatives will work with State and local information sharing
and intelligence fusion and analysis center participants to develop solutions to successfully
integrate or achieve interoperability among HSIN and any applicable, existing information
systems. For additional information on HSIN and available technical assistance, contact the
HSIN Help Desk at (703) 674-3003.

Cyber Security

The National Strategy to Secure Cyberspace notes that critical infrastructure within the United
States comprises public and private institutions across a range of sectors, including agriculture,
food, water, public health, emergency services, government, defense industrial base, information
and telecommunications, energy, transportation, banking and finance, chemicals and hazardous
materials, and postal and shipping. Cyberspace is the nerve system that connects these sectors.
Cyberspace itself is composed of hundreds of thousands of interconnected computers, servers,
routers, switches, and fiber optic cables that allow critical infrastructure to work. Functioning of
cyberspace is essential to the economy and national security.

Securing cyberspace is an extraordinarily difficult strategic challenge that requires a coordinated
and focused effort from the Nation, including the Federal, State and local governments, the
private sector, and the public at large. In recognition of the importance of cyber security
initiatives and the critical role States and local jurisdictions play in keeping cyberspace secure,
G&T has included an annex on cyber security issues to assist grantees in developing and
implementing critical cyber security efforts through FY 2006 HSGP funding.

GSA’s Cooperative Purchasing Program

The U.S. General Services Administration (GSA) offers an efficient and effective procurement
tool for State and local governments to purchase information technology products and services to
fulfill homeland security and other needs. The GSA Schedules (also referred to as the Multiple
Award Schedules and the Federal Supply Schedules) are long-term, indefinite delivery,
indefinite quantity, government-wide contracts with commercial firms of all sizes. The
Cooperative Purchasing program allows for State and local governments to purchase from
Schedule 70 (the Information Technology Schedule) and the Consolidated Schedule (containing
IT Special Item Numbers) only. Cooperative Purchasing is authorized by Federal law and was
enacted when Section 211 of the E-Government Act of 2002 amended the Federal Property and
Administrative Services Act.
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Under this program, State and local governments have access to over 3,000 GSA Schedule
contractors who have voluntarily modified their contracts to participate in the Cooperative
Purchasing program. The U.S. General Services Administration provides a definition of State
and local governments as well as other vital information under the frequently asked questions
section on its website at www.gsa.gov/cooperativepurchasing. The term “State and local
governments” does not include contractors of, or grantees of, the Federal, State, or local
governments not otherwise named in the approved list of entities.

State and local governments can find eligible contractors on GSA’s website,
www.gsaelibrary.gsa.gov, denoted with a oy symbol. Assistance is available from GSA at the
local and national level. For assistance at the local level visit www.gsa.gov/csd to find the point
of contact in your area and for assistance at the national level, contact Patricia Reed at
patricia.reed@gsa.gov, 213-534-0094. More information is available at
WWW.gsa.gov/cooperativepurchasing.

C. Overarching Program Guidance

C.1. Period of Performance

The period of performance for all programs within HSGP is 24 months from the date of award.
Any unobligated funds will be deobligated by G&T at the end of this period. Extensions to the
period of performance will be considered only through formal requests to G&T with specific and
compelling justifications as to why an extension is required.

C.2. Pass-Through Requirements

SHSP, UASI, LETPP: Each State shall make no less than 80 percent of the total grant program
amount available to local units of government, including identified Urban Areas within 60 days
of the receipt of funds. Any UASI funds retained by the State must be used to directly support
the designated Urban Areas in the State.

MMRS: In States with MMRS jurisdictions, SAAs should pass 100 percent of the MMRS
program funding allocation to their MMRS jurisdiction(s). For MMRS jurisdictions within
multiple States, each SAA involved should pass-through 100 percent of the funding to the
designated fiduciary/coordinating entity. However, States may retain up to 20 percent of the
MMRS program funding allocation to facilitate strategy assessment and capability integration
between the State and the MMRS jurisdictions. Any funds retained by the State must be
documented in a written agreement between the SAA and Chair of the MMRS Steering
Committee(s).

CCP: There are no minimum pass-through requirements for CCP. States are, however, expected
to work with county or parish, local, and/or Tribal Citizen Corps Councils to expend funds in a
manner that supports local efforts to educate, train, and involve citizens. If the State chooses to
subgrant funds to a local unit of government, the recipient must have an existing Citizen Corps
Council or establish a Citizen Corps Council as a condition of receiving the funding. In FY
2006, States should consider allocating CCP funds to the highest risk jurisdictions within the
State. In future fiscal years, DHS may require allocation of CCP funds to be made in a similar
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manncr.

Territorial Pass-Through Requirements

Due to the unique nature of the Territorial governments in Guam, American Samoa, the U.S
Virgin Islands, and the Commonwealth of the Northern Mariana Islands, no pass-through
requirements will be applied to those Territories. However, these Territories are expected to take
into account the needs of local communities prior to making funding distribution decisions.

Memorandum of Understanding (MOU) Requirements

For any HSGP programs involving pass-through of funds, the State may retain some or all of the
local unit of government or Urban Area’s allocation of grant funds for expenditures made by the
State on behalf of the local unit of government or Urban Area. This may occur only if requested
in writing by that local unit of government or Urban Area. States holding grant funds on behalf
of local units of government or Urban Areas must enter into a formal MOU with the local unit of
government or Urban Area specifying the amount of funds to be retained by the State and the
intended use of funds.

If an MOU is already in place from FY 2005 for existing efforts, G&T will continue to recognize
the MOU for FY 2006. If any modifications to the existing MOU are necessary to reflect new
initiatives, States should contact their assigned Preparedness Officer.

Any new MOU request must be initiated by the local unit of government or Urban Area. States
are encouraged, but not required, to submit these MOUs to their G&T Preparedness Officer for

review to ensure compliance. A final, executable copy of the MOU will be kept on file with the
SAA and be made available to DHS upon request. A model is available in Appendix C.

C.3. Drawdown of Funds

Grantees and subgrantees may elect to drawdown funds up to 120 days prior to
expenditure/disbursement. However, G&T strongly encourages recipients to drawdown funds as
close to expenditure as possible to avoid accruing interest. Funds received by both grantees and
subgrantees must be placed in an interest-bearing account and are subject to the rules outlined in
the Uniform Rule 6 CFR part 9, New Restrictions on Lobbying, and the Uniform Rule 28 CFR
Part 70, Uniform Administrative Requirements for Grants and Agreements (Including
Subawards) with Institutions of Higher Education, Hospitals and other Non-profit
Organizations, at http://www.gpoaccess.gov/cfr/index.html.

These guidelines state that subgrantees are required to promptly, but at least quarterly, remit
interest earned on advances to:

United States Department of Health and Human Services
Division of Payment Management Services

P.O. Box 6021

Rockville, MD 20852

The subgrantee may keep interest amounts up to $100 per year for administrative expenses for
all Federal grants combined. Please consult the G&T Office of Grant Operations (OGO)
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Financial Guide and applicable OMB Circular for additional guidance. Although advance
drawdown requests may be made, State grantees remain subject to the interest requirements of
the Cash Management Improvement Act (CMIA) and its implementing regulations at 31 C.F.R.
Part 205. Interest under CMIA will accrue from the time Federal funds are credited to a State
account until the time the State pays out the funds or transfers the funds to a subgrantee.

C.4. Administrative Guidance

Freedom of Information Act (FOIA)

G&T recognizes that much of the information submitted in the course of applying for funding
under this program, or provided in the course of its grant management activities, may be
considered law enforcement sensitive or otherwise important to national security interests. This
may includ